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ABSTRACT 
 
In nanotechnology, Quantum Dot-Cellular Automata (QCA) is a new paradigm that can serve as an alternative to 
CMOS circuits. In comparison to CMOS, QCA has lower device area and faster processing power with an overall 
low energy consumption. The complexity of cryptographic architecture is a key issue in terms of circuit density and 
power dissipation.Moreover,   security is the major issue in nanocommunication systems. Those issues can be 
overcome through QCA technology. To date, only few applications of QCA have been explored in the field of 
cryptography. This paper illustrates the QCA design and implementation of block cipher based on electronic code 
book (ECB). An encoder circuit, which can function as decoder for ECB is proposed. The design requires only 0.095 
μm2 area and a latency value of 0.75. The   circuit dissipates very low energy which is established through 
calculation of power dissipation. Due to inherent characteristics, side channel attacks like power analysis attack 
can be prohibited using proposed circuit. The circuit is implemented on QCA Designer platform and the design 
accuracy is verified via simulation results.  
 
Keywords: QCA, Majority gate, Cipher, Encoder, Decoder, Power dissipation. 
 
 
1.0 INTRODUCTION 
 
QCA is a nano device for implementing digital circuits at nanoscale level [1-5]. Traditional systems that are based 
on CMOS technology have various problems such as high power dissipation, low device density, low switching 
speed and several physical limits [6-7]. Thus, to continue with Moore’s law, a new technology, QCA was introduced 
[7]. QCA may be used as an alternative way out to this problem in near future due to its ultra low energy 
consumption, high circuit density with high switching speed [8-10]. QCA device is transistor free device where 
information is accumulated by the cell’s polarization and the propagation of information is taking place rather than 
inter connected wire like in conventional system [10-12]. Cryptography [13] is the method of hiding original data 
from an unauthenticated person to provide security of the data. Cryptography has a significant role to achieve secure 
Nanocommunication. In cryptography, block cipher plays most important role to conceal original data at the 
communication time from the attacker. Besides, QCA can have significant application in designing low power 
cryptographic architecture at Nano level. This paper illustrates the QCA design and implementation of block cipher 
based on electronic code book (ECB). An encoder circuit, which can function as decoder for ECB is proposed. The 
implementation is performed on QCA Designer platform [14] and the design accuracy is verified with simulation 
results.   
 
The layout of the paper is as follows. In section 2, motivation of the work is portrayed. Section 3 illustrates the 
background materials for QCA. Section 4 shows the proposed Block Cipher using Electronic Code Book (ECB) in 
QCA.  Section 5 admits the simulation results, circuit complexity and power dissipation and finally section 6 
prescribed the conclusion of the work. 
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2.0 MOTIVATION 
 
Numerous works have already been explored to interpret the design of digital logic circuit in QCA. But the 
application of QCA in cryptography has not been investigated much yet. The complexity of cryptographic 
architecture is a key issue in terms of circuit density and power dissipation. Besides,   security is the major issue in 
nanocommunication systems. QCA has inherent resistivity against power analysis attack. Thus in this work, QCA 
has been considered to design and implement encoder/decoder circuit for ECB. 
 
 
3.0 BACKGROUND MATERIALS 
 
3.1 QCA Overview 
 
Quantum dots are the basic element for a QCA cell as shown in Fig. 1 [15-19]. The surrounding of dot is an 
insulating material. The dots are linked via tunnelling wire through which the electron can move between dots. Two 
basic QCA cell structures are shown in Fig. 1. This structure may be different due to the position of electron in a dot 
[20-22]. In Fig. 1, P indicates the QCA cell polarization. If P is fixed to -1 then binary ‘0’ is trapped within cell as 
exposed in Fig. 1(a). If P is fixed to +1 then binary ‘1’ is trapped within the cell as outlined in Fig. 1(b) [17].  
The basic QCA logic gate is majority gate (MV) [23-25]. The block diagram of MV and its QCA layout are shown 
in Fig. 2(a). The output of MV is chosen from the majority of inputs [3, 8-9]. Let the three inputs of MV are P, Q, 
and R. Then the logic expression for MV can be written as 
 

M (P, Q, R) = PQ+ QR+RP                                                                    (1)                               
 
Now if R is fixed to ‘0’, then MV has the logical AND value of P and Q, as derived in Eq. (2). If R is fixed to ‘1’, 
then MV has the logical OR value of P and Q, as derived in Eq. (3). The corresponding block diagram is shown in 
Fig. 2. The result will be same if in place of R, either P or Q is fixed to such values.  
 

      M (P, Q, 0) = P.Q                                                                              (2)                           
M (P, Q, 1) = P + Q                                                                           (3) 

                                                                                                    
The inversion in QCA is achieved by arranging cells diagonally, i.e., corner touching position from each other [26-
28]. Due to this type of placement, the electrostatic interaction causes different polarization to the diagonal cell, as 
shown in Fig. 3. 
 
 
 

                                       
 

                       (a)                                              (b) 
 

Fig. 1: Different QCA cell polarization (a) Logic “0”, (b) Logic “1” 
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(a) 
 

                    
 

(b)                                                 (c) 
 

Fig. 2: (a) 3-input MV and its QCA layout, (b) QCA OR-gate, (c) QCA AND-gate 
 
 
 

                 
 

Fig. 3: QCA inverter 
3.2 Related Work 
 
The application of QCA in cryptography has been reported by several works [26-31]. In [26], simple stream cipher 
is designed using QCA XOR-gate whereas in [27], for encoding purpose in GSM, A5/1 stream cipher has been 
proposed. In [28], the serpent’s s-box is studied through QCA. In [29], QCA technique is employed to achieve 
image steganography through LSB substitution method. In contrast to the work reported in [29], reversible logic has 
been incorporated in [30] to achieve low power QCA architecture for image Steganography. In [31], it has been 
shown how correlation and convolution technique can be adopted in QCA to design binary filter for image. But in 
this paper one more part is accomplished in cryptographic field through QCA.   
 
3.3 Encoding and Decoding with ECB 
 
ECB is the simplest mode of operation for cryptography [13]. In ECB, the incoming plaintext is partitioned into 
multiple blocks. The size of each block is 64-bit. Each block is then encrypted independently. For all blocks in a 
message, the same key is used for encryption. The encryption process is shown in Fig. 4. In Fig. 4, PTB1 represent 
“plain text block 1”, PTB2 represent “plain text block 2” and so on. The corresponding decryption process is shown 
in Fig. 5. In Fig. 5, CTB1 denotes “cipher text block 1”, CTB2 denotes “cipher text block 2” and so on. In decoding 
process, at receiver’s end, the plain text is retrieved in reverse order by using the same key as was used for 
encryption. 
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Fig. 4: Encoding process in ECB 
 
 

 
Fig. 5: Decoding process in ECB 

 
 

3.4 Theoretical Example of Encoding and Decoding with ECB  
 
1. A plain text and symmetric key as shown in Fig. 6 and Fig. 7 are considered for encoding. 
 

 
 

Fig. 6: Input plain text 
 

 
 

Fig. 7: Input key bits 
 
2. The plain text as shown in Fig. 6 is then divided into plain text blocks (PTBs) of 64-bit each as shown in Fig. 8. 
 

 
 

Fig. 8: Blocks of input plain text 
 
3.    The characters of each PTB are converted into ASCII value as reflected in Fig. 9. 
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Fig. 9: ASCII value representation of Fig. 8 
 
4.    The ASCII value of each character of Fig. 9 is translated into binary number as given in Fig. 10. 
 

 
 

Fig. 10: Binary representation of ASCII value of Fig. 9 
 
5.   Now to perform encoding, the binary value of each character of the first PTB and the binary value of each 
character of the second PTB are then transmitted as a byte stream through the channels “PTB1” and “PTB2”of 
proposed ECB encoder/decoder as shown in Fig. 20. The key bits are transmitted through channel “KEY” of Fig. 20. 
The outputs of this ECB encoder/decoder are the encoded byte stream corresponding to input byte stream as shown 
in Fig. 11. 
 

 
 

Fig. 11: Encoded byte stream of input byte stream of Fig. 10 
 
 
 
 
 
 
 
6.    Encoded byte streams are converted to ASCII value as shown in Fig. 12.  
 

 
 

Fig. 12: ASCII value of encoded byte stream 
 
7.    Again characters are obtained from each ASCII value to generate the cipher text, as shown in Fig. 13. 
 

 
 

Fig. 13: Encoded character corresponding to ASCII value of Fig. 12 
 
8.    Now at decoder section, each character of the encoded text as shown in Fig. 13 is transformed into ASCII value. 
The result is shown in Fig. 14. 
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Fig. 14: ASCII value of character of cipher text 
 
9.    The ASCII value of each character is then converted into ASCII value as reflected in Fig. 15. 
 

 
 

Fig. 15: Binary representation of ASCII value of Fig. 14 
 
10.  To decode the encoded bits as shown in Fig. 15, those encoded bits are then transmitted as a byte stream 
through the channels of ECB encoder/decoder as shown in Fig. 20. The key bits are transmitted through channel 
“KEY” of Fig. 20. The outputs of this ECB encoder/decoder are the decoded byte stream corresponding to encoded 
byte stream as shown in Fig. 16. 
  

 
 

Fig. 16: Decoded byte stream of input byte stream of Fig. 15 
 
11.  The decoded byte streams are then converted to its corresponding ASCII value as shown in Fig. 17.  
 

 
 

Fig. 17: ASCII value of decoded byte stream 
 
12.  Then from this the ASCII values, the original text is obtained as shown in Fig. 18. 
 

 
 

Fig. 18: Decoded Alphabet Corresponding to ASCII value of Fig. 17 
 
 
4.0 PROPOSED ECB ENCODER/DECODER CIRCUIT 
 
Algorithm 1 shows the encoding process in ECB. In the first step, the plain text is disturbed into blocks of 64-bit 
each. In the second step, each such block is again divided into blocks of 8-bit each. In the third step, each bit of such 
8-bit block is XOR-ed with the secret key. In the fourth step, each XOR-ed bit is merged into a blocks of 8-bit 
length. In the next step, all those 8-bit blocks are merged to produce 64-bit cipher text block. In final step, all the 64-
bit cipher blocks are again merged to generate the cipher text. 
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Algorithm 1 Encoding process in ECB  
 
Input: Plain text, Secret key 
Output: Cipher text  
 
1. Divide plain text into blocks of 64-bit each 
2. Again divide each such block of 64-bit into blocks of 8-bit each 
3. XOR-ed each bit of such block of 8-bit with the secret key 
4. Merge each XOR-ed bit to form block of 8-bit 
5. Merge each such block of 8it to produce 64-bit block 
6. Again merge all the 64-bit blocks to obtain cipher text   
 
 
Algorithm 2 shows the decoding process in ECB. In the first step, the cipher text is sub-divided into blocks of 64-
bit each. In the second step, each such block is again divided into blocks of 8-bit each. In the third step, each bit of 
such 8-bit block is XOR-ed with the secret key. In the fourth step, each XOR-ed bit is merged to form blocks of 8-
bit each. In the next step, each such 8-bit block is merged to produce 64-bit plain text block. In final step, all the 64-
bit plain text blocks are again merged to generate the original plain text. 
 
 
Algorithm 2 Decoding process in ECB 
 
Input: Cipher text, Secret key 
Output: Plain text  
 
1. Divide cipher text into blocks of 64-bit each 
2. Again divide each such block of 64-bit into blocks of 8-bit each 
3. XOR-ed each bit of such block of 8-bit with the secret key 
4. Merge each XOR-ed bit to form block of 8-bit 
5. Merge each such block of 8it to produce 64-bit block 
6. Again merge all the 64-bit blocks to obtain original plain text 
 
 
The truth table of XOR-gate and proposed ECB encoder/decoder circuit is shown in table 1 and table 2, respectively. 
The truth table of ECB encoder/decoder circuit is derived based on theoretical example as discussed in section 3.4. 
In table 2, the blue colored portion represents the input output values for PTB 1 and the green colored portion 
signifies the input output values for PTB 2. 
 
 

Table 1: Truth table of XOR gate 
 

Input Output 

A B F 

0 0 0 

0 1 1 

1 0 1 

1 1 0 
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Table 2: Truth table of proposed ECB encoder/decoder 
 

Input Output 
Binary Representation Binary Representation 

0100 1010 0000 0011 

0100 0001 0000 1000 

0100 0100 0000 1101 

0100 0001 0000 1000 

0101 0110 0001 1111 

0100 0001 0000 1000 

0100 1110 0000 0111 

0100 0100 0000 1101 

0100 0100 0000 1101 

0100 0101 0000 1100 

0100 0010 0000 1011 

0100 0001 0000 1000 

0101 0011 0001 1010 

0100 1000 0000 0001 

0100 1001 0000 0000 

0101 0011 0001 1010 

 
 
Table 2 shows that only two XOR gates are required to perform encoding as well as decoding with ECB. Thus, 
cascading two QCA XOR-gate, the encoder/decoder circuit for ECB has been designed as shown in Fig. 19.  The 
equivalent QCA layout is shown in Fig. 20. 
 

 
 

Fig. 19: QCA schematic of ECB encoder/decoder 
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Fig. 20: QCA schematic of ECB encoder/decoder 
 
 
5.0 RESULT AND DISCUSSIONS 
 
The circuit is implementation on QCA Designer tool [14]. QCA Designer is a Bi-stable simulation engine. The 
simulation parameters are as follows: Dot diameter 5nm, Cell width 20nm and Cell height 20nm, Radius of effect 
65.00nm, Tolerance of convergence 0.0010, Number of samples 12800, Relative permittivity 12.900, Clock 
amplitude factor 2.0000, Clock low 3.80000e-23J, Clock high 9.80000e-22J, Layer separation 11.50000nm and 
Maximum iterations/sample 12000. 
 
5.1 Design Accuracy of Proposed ECB Encoder/Decoder Circuit 
 
a. Fig. 21(a) and Fig. 21(b) portrayed the simulation results for encoding and decoding through proposed 
encoder/decoder circuit. Figure 21(a) shows that during encoding process when the value of input PTB1=0, PTB2=0 
and key=0 then the output will be CTB1=0 and CTB2=0. When the value of input PTB1=1, PTB2=1 and key=1 
then the output will be CTB1=0 and CTB2=0 and so on. 
 
b. Figure 21(b) shows that during decoding process when the value of input CTB1=0, CTB2=0 and key=0 then the 
output will be PTB1=0 and PTB2=0. When the value of input CTB1=0, CTB2=0 and key=1 then the output will be 
PTB1=1 and PTB2=1 and so on.  
c. These results are evaluated with the truth table 2. The comparison reflects that the all the designed circuit works 
efficiently. For evaluation, 8-bit sequence, i.e., one byte of the data of plain text is applied as an input value to the 
proposed ECB encoder/decoder circuit. 
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(a) 

 
 

(b) 
 

Fig.  21: Simulation result of proposed ECB encoder/decoder (a) encoding process, (b) decoding process 
 

5.2 Complexity of Proposed ECB Encoder/Decoder Circuit 
 

The proposed ECB encoder/decoder requires only 0.095 µm2 areas, 6 majority gates, 6 inverters, 80 QCA cells and 
3 clock zones as exposed in table 3.  

 
Table 3: Complexity of ECB encoder/decoder circuit 

 
Proposed QCA Circuit #MV # QCA 

Cell 
Total Area 

(µm2) 
Cell Area 

(µm2) 
Area Usage 

(%) 
Latency 

 
ECB Encoder/Decoder 

 
6 MVs  

and  6 inverters 

 
80 

 
0.095 

 
0.032 

 
33.61 

 
0.75 

 
5.3 Power Dissipation of Proposed ECB Encoder/Decoder Circuit 

 
The power dissipation by proposed ECB encoder/decoder circuit has been derived in this section. During estimation, 
hamming distance of each QCA logic gates and different tunnelling energy (γ) has been considered [3, 32-33].  
Hamming distance to each MV of proposed ECB encoder/decoder circuit (Fig. 20) is 2. For inverter, hamming 
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distance 1 is considered. The dissipated energy for proposed ECB encoder/decoder circuit can be derived by the 
equation as shown in Eq. (4).  
 

         Ptotal = Σ Pmaj + Σ Pinverter                                                   (4) 
        
Where γ indicates the tunneling energy, Ptotal is the total dissipated energy, Pmaj depicts the dissipated energy by 
individual MVs and Pinverte represents the dissipated energy by individual inverters. Ek is the kink energy. The power 
dissipated by the proposed circuit at temperature (T) 2.0K and different value of γ is exposed in table 4. The 
proposed design has very low power dissipation. Thus side channel attacks through power analysis attack can be 
prohibited using proposed circuit [32].  

 
Table 4: Power Dissipation of ECB encoder/decoder circuit in different tunnelling energy 

 

 
6.0     CONCLUSION 
 
The simulation result specifies the truthfulness of the circuit. The circuit dissipates very low energy which is 
established through calculation of power dissipation. Due to inherent characteristics, side channel attacks like power 
analysis attack can be prohibited using proposed circuit. The proposed design can be used to turn out more powerful 
encoder/decoder circuit to encrypt message and to ensure secure nanocommunication. For simplicity, a simple text 
of three words is used to evaluate the proposed work and at each time, one byte of data from the plain text is 
considered as an input to the proposed circuit. But this encoder/decoder circuit can also works on higher bits. 
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